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descrambling of a received scrambled signal on a pre-
paid besis and/or an impulse-purchase basis. A received
mask signal uniquely relsted to the scrambled signal is
compared with a received authorization signal indicas-
ing whether the subscriber is anthorized to receive the
scrambled signal on a prepaid basis and a prepaid signal
for enabling descrambling is provided when the com-
pared signals match A not-prepaid signal is provided
when they do not match. A received cost signal indicat-
ing the charge for descrambling the scrambled signal
and a received credit signal indicating only the subscrib-
er’s accumulated credit are processed with reference to
a stored record of the subscriber’s prior accumulated
charges to determine whether the subscriber has suffi-
cient available credit to pay for descrambling of the
scrambled signal. If a program is not prepaid and if
sufficient credit is available, the subscriber is given the
option of causing the signal to be descrambled on an
impulse-purchase basis. To prevent a subscriber from
obtaining descrambling through such deceit as chang-
ing the mask, anthorization, cost and/or credit signals,
these signals are processed with key signals which are
used in scrambling and descrambling the television
signal such that descrambling is prevented if any of the
mask suthorization, cost and/or credit signals is
changed.

6 Qlaims, 4 Drawing Figures
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(57 ABSTRACT

A key security system provides for the reproduction of
secure keys by using distributed key generation data
and a distributed encrypted prekey. The system en-

crypts program key generation data with a program key
prekey in accordance with a first encryption algorithm
to produce the program key; processes the program key
to produce a keystream; and processes an information
signal with the keystream to produce a scrambled infor-
mation signal. The program key prekey is encrypted
with a category key in accordance with a second en-
cryption aigorithm to produce an encrypted program
key prekey. The scrambled information signal. the pro-
gram key generation data and the encrypted program
key prekey are distributed to descramblers. The de-

" scrambler within the key security system decrvpts the

distributed encrypted program key prekey with the
category key in accordance with the second encryption
algorithm to reproduce the program key prekey: en-
crypts the distributed program key generation data with
the reproduced program key prekey in accordance with
the first encryption algorithm to produce the program
key: processes the reproduced program key to repro-
duce the keystream: and processes the distnbuted
scrambled information signal with the reproduced keys-
tream to descramble the distributed scrambled informa-
tion signal. The key generation data incudes authoriza-
tion data that must be processed by the authorization
processor in the descrambler in order 10 enable the
descrambler. The use of authonzation data as key gen-
eration data protects the authorization data from spoof-
ing attacks. When more data must be protected than a
single operation of the encryption algorithm can sup-
port, then additional data blocks are protected by chain-
ing the system, wherein the output from one stage forms
part of the input to the next. The key generation data for
the program key includes a sequence number securely
associated with the category key to thereby “timelock™
program key reproduction to the use of a current cate-
gory key and thus prevent an attack based upon the use
of an obsolete category key.

24 Claims, 9 Drawing Sheets
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MR. CHUCK Newsy

Project Engincer

Titan Satellite Systems Corporat.on
3033 Science Park Road

San Diego, CA 32121

Deur Chuck:

You as<exd me for an opinion on whether HBEI transcission oz t.¢ Linkabit
Smart Card System's' control channel is mare or less secore than VL
transmission, and whether the coexistence of the Linkabit Smart Card
System and General Instrument’s VideoClipher IT Plus? systemn weakens
Iecurity.

HBI vs. VBI

EIBI (ransmission of a digital control channel is intrinsically no more or
less secure than VBI transmission. Cryptographic security depends on
how the bits are protected, not on spedal analog characteristics o2 t-e
interval. Whether the conirol chanmel js in the LIBI or VBl has no impact
on the difficulty of obtaining keys.

Linkab:t Sowrt Cord Systcan is a toaderark of Titan Satellite Systesns Corposaon.

2videuCipber I and VideoCipher I Plus are registered trademaras of General
Instrument Corporation.
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The fect that the VideoCipher Il conirol channel s in the HB] and
VideoCipher II descramblers axe easily "pirated” may suggest 0 some
that the HET ix easily pirated. But VideoClphor L piracy ~as nothing to do
with HBI or VBl transmission. [ has everything to do with wesknesses in
the descrambies’s physical secur.ty.

VideoCioher Ll descrambler hardware, which reads the HBL, is casi’y
adapied to read TSSC's contro. charnel, which is in the HBL But the
descrambicr hardware is also easily ‘ncdified o read the VideoCipher 1
Plus onixal channel, which is in the VBL The only difference between
HBI and VB is the locasion of samples within a video frame. Onve
existing descrambller hardware echieves “frame sync,” it sexwnis reasonable
that inexpensive new ardware with built-in timers can find and sampie
the VBI. A descrambier is therefore “raw matecial” for either Linkabit
piracy oc VideoCipher Il Plus pirecy—if the pirate breaks one or the ot or
system.

1131 trensmussion of the Linkabit Smart Caxd System's control channet s
therefore no more o~ lesa secure than VBI transmission. VideoCiphe- I
Plus ax¢ the Linkabit Ssuart Card System arc on equal gro.=d. The
security of boh systerrs depends on aryptographic protocals and physical
implementation, not an HBI or VBI,

Muitiple security systems

The coexiatence of multiple secxity systans with common cryptog-an-ic
keys raises impartant cancerns. The security of any system, it is often szid,
is only as high zs the lowest ‘ence. A pirate will attacker whicrever
sys:cm is weakest.

Two provisions are essential. Fence “height® must be measurasle, to some
degree; a security provider with a low fence should no: be permitted o
interoperate. And fence “crossings” must be detectable. H a pirate does
attack a system, it should e poasible 20 determine which system the
pirate attacked.

Titan Sate.:te has retained RSA Laboratories and XTEC to review t-e
security of the Linxabit Smart Card System, covering both cryptographic
protocols and physical implementation. While no one can guaranes a
system's security, ‘he results of the review shoulc. provide a good
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measuring stics. As Tlan discloses detal’s of the system W other
Teviewers, the measurement will becorne move accurae

The Linkabit Smart Card System and VideoCipher {1 (and 11 Plus)
interaperate ouly al the cha-inel encryptior. level, not at the coaditia=al
accens/ xey management levels. It is generaily not practical to 2tzach a
systern at the channel encryption ‘eve. because the channel encryption kay
changen 30 frequently. An altack on either sysiem will therefore, most
likely, invalve not the interoperable parts, but the diffevent parts. Piraxd
descrambless will contain software and keys implementing one systemn ot
the other. It follows that fence crossings can be detected.

Coexlstence of the Linkabit Smart Card Systern and General Instrument's
VideoCipher [I P.us system therefare does not necessarily weaken
suecurity, [ndeed, it Is possible that “he introduction of new systems,
praperly revicwod, will strengthen securily overall.

Sinocerely,

%A&w”

&, Kaliski Jr., Ph.D.
Chid Scxulhsl



